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The advent of Internet and electronic commerce introduced the necessity of
managing several security protocols in PCs, mobile devices, such as PDAs, and smart
cards. Since processing of public-key cryptographs requires huge amount of
computation, the demand of developing small dedicated hardware for accelerating the
calculations is increasing.

In this work, we propose an algorithm for modular multiplication/division suitable
for VLSI implementation. In the algorithm, multiplication and division are combined
so that the hardware requirement is reduced by making large part of the hardware
components be shared by both operations. The algorithm is based on Montgomery’s
method for modular multiplication and on the extended Binary GCD algorithm for
modular division. It can perform either of these two operations with a reduced amount
of hardware. Both calculations are carried out through iterations of simple operations
such as shifts, additions and subtractions. The radix-2 signed-digit representation is
employed so that all additions and subtractions are performed without carry
propagation. Inputs and output are also expressed in the same redundant
representation so that the output can be fed back into the inputs to allow chained
multiplications in applications such as modular exponentiation. The original
Montgomery’s algorithm has been modified and accelerated so that it can process two
digits at a time. The extended Binary GCD algorithm has also been further
accelerated. As a result, we obtained a fast algorithm with almost all the hardware
components shared for both operations.

A modular multiplier/divider based on this algorithm has a linear array structure
with a bit-slice feature. It carries out an n-bit modular multiplication in at most
LQ(nT“)J + 3 clock cycles, and an n-bit modular division in at most 2n + 5 clock cycles
where the length of the clock cycle is constant and independent of n.

We have designed a modular multiplier /divider based on this algorithm
and estimated the circuit area and delay. We found that an n-bit modular
multiplier /divider can be implemented without increasing the circuit delay and with
similar hardware amount to that of the multiplier and divider considered separately.
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